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BBegeHune

B naHHOM JOKyMeHTe coAepXXuUTCs COAEPXUT onucaHue nogxmodeHus T ¢

nporpammHbimM obecrneveHnem (npowmskon) «AQ-W-SW-W6» k KoHTponnepy.

HasHauyeHne nporpamMmmMHoro obecnevyeHuns

MNporpammHoe obGecnevenne «AQ-W-SW-W6s» npegHasHayeHo Ons YCTaHOBKM
(npoLumekn) Ha T[] ¢ Lenbio NOMHOTo LUMKIA YNpaBfeHus TOYKOM 4OoCTyna, B TOM Yyucre
ana cosgaHua Wi-Fi cetein, HacTpoiikm VLAN, npoBogHbIX MOACETel, a Tawke

KOHdUrypaumm BHeLuHero nHtepderica Toukn goctyna: CLI.

q)yHKLl,I/IOHaJ'IbHOe Ha3Ha4yeHune

®yHKUMK NporpaMmHoro obecneyveHus:
— 6asoBas KoHpUrypaums ToUku LOCTyNa Npu NEPBUHHOM BKITHOUYEHUMY;
— MOHUTOPWHI TOYKM LOCTYNA;
— aAMUHUCTPUpPOBAHUE:
1) obHOBNEHMe  MnporpamMmHoro  obecnevyeHus M ycTaHOBKa
OONONHUTESNbHbIX NAKETOB;
2) ynpasneHue 6ecnpoBogHbiMu paauo uHtepdeiicamu Wi-Fi;
3) HacTpouika u ynpasneHue VLAN;;
4) ynpasneHne DHCP n DNS;
5) HacTporika NPOTOKOSIOB YNpaBIieHUs;
8) paboTa ¢ aiinoBbiM MEHEAKEPOM;
7) ynpasrieHue KOHPUrypaLmoHHbIMU dannamu;
— HacTpouKa BpeMeHY;
— HacTpoiKa nornpoBaHus;

— KOHpurypauus untepdelrica ynpasnexusi CLI.

YCnoBust BbINONTHEHUS MporpaMmmMHoOro
obecneyeHusd

MwuHuManbHbBIN cocTaB annapaTHbIX CPeacTB

MuHuManbeHble cucTeMHble TpeboeaHus k MK:
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— MPOLECCop C apXUTEKTYpOoit X86-64;
— onepaTtusHasa namsate 2 I'B;
— MOHUTOp ¢ paspelleHnem 1920 x 1080;
— Knasuatypa, MaHUNynaTop TUna «MblLLb».
Mogenun TA:
— AQ-W6EP101I;
— AQ-W6PE1011.

BbinonHeHue nporpammHoro obecneyeHus

MNoakrtoyeHe ToukM 4oCcTyna K KOHTponnepy

Ans nogkniouenuns T[] k KOHTponnepy AOCTYNHbI Tpu cnocoba, KoTopble MoryT

BbITh UCMOMNb30BaHbI KaK Mo OTAENbHOCTU, TaK U BMECTE:
1. craTudeckasi HaCTPOIiKa;
2. Hactpoiika onuuu 43 DHCP;
3. HacTtpoika DNS resolution.

Cmamuyeckas Hacmpolika Vcnonb3yeTcs Ans ceTu, B koTopoii HeT DHCP-
cepsepa unu HeobxoMMO ykasaTb ip apec KOHTPOepa BPYUHYIO.

Onyusi DHCP 43 nossonseT coobLyaTk agpec KOHTposrepa Touke JocTyna
ANHaMUYECKM U LEHTPpanu3oBaHHO BO BpeMs nosyyeHus eto IP agpeca no
npotokony DHCP.

3anuce DNS nossonseT nepefaBaTtb afpec KOHTponnepa To4ke AocTyna
LieHTpanuaoBaHHo nyTeM DNS oTBeTa Ha 3anpoc Touku JOCTyna cneumanbsHoro

AOMEHHOIo UMEHW.

Cratnyeckas HacTpoika

Ansa nogkntovenuna T[] kK KOHTPorepy HeO6XOAMMO BbINOMHUTL CreayLLne
aencTeus.

Mogkntountbea k T/1, ncnonb3ayst npotokon SSH (nopT 22), 1 BBECTM Naposb.

Mpumep:

ssh admin@10.30.40.209

[MNepenTu B NpUBMNErNPOBAaHHLIA PEXUM, A 3aTEM B KOH(UIYPALIMOHHBbIN

PEXUM:
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hostname> enable
Password:
hostname# configure
hostname(configure)#

Wcnonb3ays komaHay koHdurypaumm wep ap, 4o6aeuTb koHTponnep. T/
MOXET UCMOMb30BaTh A0 TPEX CTATUYECKN HACTPOEHHBIX KOHTPONEPOB B NOpsiaKe
YMeHbLLeHUs npuopuTeTa. Ipn HEAOCTYMHOCT OCHOBHOTO (primary) KoHTponnepa
ynpasrieHue nepexoguT ko BTOpoMy (secondary) KOHTponnepy, Npyu HeAOCTYNMHOCTH
BTOpOroO K TpeTbeMmy (tertiary) koHTponnepy.

Ho6aBuTb ocHoBHOI KOHTponnep (primary) criegyoLei KoMaHAoiA:

wcp primary-base <IP-ADDRESS>

Mpu HeobBxoaumocTu aobasrneHns BTOPOro KOHTporinepa (secondary)

cnefyeTt ucnonb3oBaTtb KOMaHAy:

wcp secondary-base <IP-ADDRESS>

Mpu HeobxoanmocTn fobaBneHus TpPeTbEro KoHTpornepa (tertiary)

ncnonb3oBaTtk CrefyloLyto KomaHay:

wcp tertiary-base <IP-ADDRESS>

rae:
<IP-ADDRESS> - ip agpec koHTponnepa.

MNpumep nobaeneHust TPEX KOHTPOSNEPOB:

hostname(configure)# wcp primary-base 192.168.0.254
hostname(configure)# wcp secondary-base 192.168.0.253
hostname(configure)# wcp tertiary-base 192.168.0.252

MpaBubLHOCTL HACTPOWKK CrieAyeT NPOBEPUTL B NPUBUErMPOBaHHOM
pexume, ncnonbysa komaHay show wep client configuration.

Mpumep:

hostname# show wcp client configuration

Current controller [P : Not configured
Primary controller IP 1 192.168.0.254
Secondary controller IP : 192.168.0.253
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Tertiary controller IP :192.168.0.252
Manufacturing controller name : manufacturing
Manufacturing controller IP  : 10.30.40.105

Option 43 DHCP

Heobxoaumo B koHdurypauum DHCP cepeepa ykasats ip address unu domain
koHTponnepa. B aTom cnyyae T[] nog ynpaBneHMEM KOHTpoOMsepa NpUHUMalOT ero
agpec no DHCP onuuu 43.

®opmat ans DNSMASQ DHCP cepBepa

Pacwmdposka nogonumii (suboptions) 43 onuuu:

— ip address;

— domain.

HacTpoiika onuumn (Heckoneko IP agpecoB KOHTposnepa ykasbiBaoTcs Yepes
3anarTyo):

list dhcp_option 'vendor:aquarius,1,10.10.3.1,10.10.3.2"

Jlnbo oguH gomeH:

list dhcp_option 'vendor:aquarius,2,hotspot.beeline.ru'

®opmar ansa ISC DHCP cepeepa
Mpumep dopmata gna cepeepa ISC DHCP npusegeH Huxe.

ddns-update-style interim;

allow bootp;

option space Aquarius_AP;

option Aquarius_AP.server-address code 241 = array of ip-address;
subnet 192.168.247.0 netmask 255.255.255.0 {
authoritative;

option routers 192.168.247.1;

option subnet-mask 255.255.255.0;

option domain-name "domain.local";

optiori domain-name-servers 192.168.247.2, 192.168.247.3;
range dynamic-bootp 192.168.247.11 192.168.247.254;
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default-lease-time 300;

class "Aquarius_AP" {
match if option vendor-class-identifier = "wimark";
option vendor-class-identifier "wimark";

vendor-option-space Aquarius_AP;

option Aquarius_AP.server-address 192.168.247.5,192.168.247.6; }

®opmat gna KEA DHCP cepBepa

Mpumep koHdurypaummu ansa cepeepa KEA DHCP:

"Dhcp4": {
"authoritative": true,
"option-def": [
{

"name": "server-address",
"code": 241,
"space": "wimark",
"array": true,

"type": "ipv4-address”

1,

“client-classes": [
{
"name": "VENDOR_CLASS_ wimark",
"option-def": [
{

"name": "vendor-encapsulated-options",
"code": 43,
"encapsulate": "wimark",

"type": Hemptyll
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1,

"option-data": [

{

"name": "vendor-encapsulated-options"

"name": "server-address",
"space": "wimark",
"data": "192.168.109.21",
# unu Heckonbko: "data": "192.168.109.21,192.168.109.22",

"always-send": true

Alpec KoHTponnepa npeanonaraetcs no IP agpecy(am) 192.168.109.21 (22).

DNS resolution

Ana coeguHenunsa T[1 n koHTponnepa ¢ nomolybio Domain Name System
(DNS) resolution:

— HeobxoAnMo cosgaTtb PecypcHy 3anuck TMNa A Ha nokanbHoM DNS-
cepepe c umeHem WIFI-CONTROLLER.localdomain u ykasate ip agpec
KOHTpoOnnepa;

—ybenuTbes, yTto ip angpec DNS-cepsepa Ha T/l HacTpoeH BepHO, Hanpumep,

cpeactesamu DHCP-cepBepa B nokanbHoit cetu.
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MpropuTteTsbl noaxroveHns T

MNoakntovenune T/ kK KOHTPONEPY OCYLLUECTBIAETCA B COOTBETCTBUM C
npuoputetamu. Tl ByaeT UMKNUYHO NbITaTbCA NOAKMIOYUTLCS K kOHTponnepy B
YKasaHHOM nopsiake.

— Primary controller;

— Secondary controller;

— Tertiary controller;

— DHCP option 43;

— Manufacturing controller (DNS resolution).

Mepenopakniouenne T/ npu cMeHe KOHTpoNnepa, Npu Hanuuum
AEVCTBYIOLLEro, OCYLLECTBUTCS TOMbLKO NOCNe pa3pbiBa CoeAUHEHNs (HanpumMep,
obHosneHne T[1) npu ycrnoBuu, YTO He 3afiaH KOHTposnep 6onee BbICOKOro

npuopuTteTa.
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[TepeyeHb cokpalleHui

MK - nepcoHarbHbIil KOMMbIOTEP

no - nporpammHoe obecneveHue

T4 - ToYKa focTyna

CLI - command line interface, nHtepdeiic komaHgHoi
CTPOKU

DHCP - dynamic host configuration protocol, ceTesoi

NPOTOKO/, KOTOPbI NO3BOMSIET aBTOMATUYECKU
HasHa4aTb NOAKMNI0YaAEMbIM K CETU
ycTponcteam IP-agpeca

EoGRE - ethernet over gre, TyHHenb kaHanNbHOIO YPOBHS
(12) mopenu osi, koTopblit paboTaeT Ha Base
npoTokona gre

IP - internet protocol, MexceTeBoi1 NpoTokon

SSH - secure shell, ceTeBoi npoTokon ans
yAan&HHoro ynpassieHns onepaLmoHHO
CUCTEMOW C MOMOLLIbIO KOMaHAHOW CTPOKU U
nepegayn AaHHbIX B 3alUMppoBaHHOM BUae

VLAN (LAN) - virtual local area network, BupTyansHas
rniokanbHast KOMNbTEPHAs CETb

Wi-Fi - TexHonorus 6ecnpoBoHOI NOKanbHOM CeTU ¢
yCTpoWCTBaMun Ha OCHoBe cTaHaapToB |IEEE
802.11
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